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Informatikkfaget i bredden

hvilke deler av virksomheten berøres av (sikkerhets)relevante
lover? hvordan begrense adgang til kritiske deler?
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Informatikkfaget i bredden

hvilke samarbeidsrelasjoner, prosjekter, gjesteforskere, m.m.
berører «risikoland»? hvilke rutiner har vi for å slippe folk inn?
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For eksempel: Ansettelse i et sikkerhetskritisk område

Associate Professor in Cyber Threat Intelligence
Job description
A full-time associate professor position in cyber threat intelligence (CTI) is available at the Department of Informatics in the Digital Security
Research Group within the Digital Infrastructures and Security Section.

The research group collaborates with external partners with heightened security requirements.  Applicants to this position must be able to
receive Norwegian security clearance.

The department seeks a potential scientific leader with clear research visions, educational and administrative skills and abilities to establish and
lead research projects, who will strengthen our research and education connected to information security.

The Digital Security Research Group currently has five full- and part-time faculty members and a relatively large number of postdoctoral
researchers and PhD students. The research group conducts research in various areas of information and cyber security, focusing on
fundamental aspects as well as on applications in multi-disciplinary contexts, and works in collaboration with leading national and international
research partners from both academia and industry. Current research topics include privacy and data protection, cyber threat intelligence, AI
applied to cyber security, post-quantum cryptography, and ethical hacking. For more information about the Digital Security Research Group, see
https://www.mn.uio.no/ifi/english/research/groups/sec/.

The Digital Security Research Group further administers the MSc level study program Informatics: Information Security and is involved in the
teaching of information security at both undergraduate and graduate level.  For more information about the study program, see:
https://www.uio.no/english/studies/programmes/information-security-master/index.html

About the position
General information about the position:

Applicants must document scientific qualifications in his/her field, equivalent to an Associate Professor position. The successful applicant must
be able to teach at all levels and to supervise MSc and PhD students.

The successful applicant may furthermore be required to take on other teaching duties and administrative tasks, by request from the
Department or the Faculty of Mathematics and Natural Sciences.

Specific information about the position:

The candidate must have a PhD in informatics or an adjacent research field. The candidate must have actively conducted research in
informatics and have a relatively strong publication record. The candidate must further document scientific achievements and experience in
education and research leadership.

The Digital Security Research Group plans to expand its research in the field of CTI with this position. The candidate must therefore have
research expertise in CTI, covering e.g. areas like SOAR (Security Orchestration, Automation and Response), knowledge representation or
threat intelligence sharing. As modern CTI relies heavily on interoperable and standardized intelligence exchange, the candidate should have
experience in standardization work.

Qualification requirements
Primary assessment criteria will be as follows:

To qualify for appointment the applicant must hold a PhD in informatics or related field
The candidate must have research expertise in CTI, documented by a relatively strong publication record related to this topic. Scientific
qualifications will play a major role, with emphasis on the candidate's scientific production related to CTI during the last five years
The candidate must have experience in mentoring and advising master and/or doctoral students on topics related to CTI
International network, outreach activities, collegiality, and the ability to create a good working environment will be part of the evaluation
Pedagogical qualifications and teaching and supervision experience at all levels will be an important factor in the evaluation process
and should be well documented in a teaching portfolio. The applicant should describe her/his qualifications in view of the Scholarship of
Teaching and Learning (SoTL) framework which includes:

Focus on student learning
A clear development over time
A researching approach
A collegial attitude and practice

The person appointed must have fluent oral and written communication skills in English. Fluent oral and written communication skills in
Norwegian or another Scandinavian language is desirable once appointed, since Bachelor-level teaching at The Department of
Informatics is in Norwegian. If an appointee is not fluent in a Scandinavian language, the appointee will be required within a two-year
period to learn sufficient Norwegian to be able to participate actively in all functions of the position

Desirable qualifications:
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Interne prosesser for vurdering av søkerne

(0) den sakkyndige komitéen skal kun foreta faglige vurderinger.

(1) instituttleder oppgir hvilke søkere som skal intervjues.

(2) instituttstyret innstiller etter intervjukomitéens anbefaling.

(3) godkjenning i dekanatet og fakultetets ansettelsesutvalg.
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For eksempel: Ansettelse i «allminnelig» informatikk
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Interne prosesser for risikovurdering

(0) fagområdet vurderes som ikke sikkerhetskritisk.

(1) personlig tilknytning til hjemlandet kartlegges.

(2) instituttleder fremlegger skriftlig risikovurdering.

(3) godkjenning i dekanatet og fakultetets ansettelsesutvalg.

(søkeren fikk norsk oppholdstillatelse i løpet av få uker.)
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Noen pratikske bekymringer

kjerneaktiviteter og hverdagen
må i minst mulig grad innskrenkes

publisering

prosjektmøter, workshops, m.m.

ansettelse (av stipendiater)
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